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ABSTRACT

The growth of the World Wide Web has led to the development of mediation services that modify Web pages before they are presented to the user. Such mediations include the translation of pages, filtering of Web content, annotation systems, and many others.  Too often, authors of such services must “reinvent the wheel,” as no standardized infrastructure exists for providing these services. At the same time, users of such mediators generally cannot combine the services they provide. In this paper, we describe our initial design and implementation of Web Raveler, an infrastructure for providing Web mediation services.  Web Raveler is designed to provide an easily extensible, rich environment for mediating Web content, while remaining easy  to use  SAMR HELP US!!!!!!!!!!!!!!!!!

Categories and Subject Descriptors 

H.5.4 [Information Interfaces and Presentation]: Hypertext/Hypermedia - Architectures. 
I.7.m [Document and Text Processing]: Miscellaneous 

General Terms

Design, Standardization.

Keywords

WWW, Document translation.

[1] INTRODUCTION

The World Wide Web is primarily static medium for information exchange.  Web pages reside on remote servers and are retrieved, without modification, by the user.  Thus, the Web is similar to traditional forms of media, as authors of Web pages control how content is presented.  However, one may take a document, write notes or other comments on it, and pass the document along to others.  This form of interaction with documents on the Web does not yet exist.  Dialogue between users of the Web is constrained to specialized locations, such as chat rooms and bulletin board systems, and group interaction is otherwise kept to a minimum.  Web Raveler is our solution to this problem, serving as a mediator between the user and the Web.  Web Raveler will make it easier for users to specify changes while at the same time making it easier for programmers to write the plugins which enable such changes.  Examples of plugins Web Raveler will support include:  collaborative annotation, management of cookies, artistic reformation of Web content, compression to improve performance over dial-up connections, and filtering unwanted content.  Thus, Web Raveler will allow the Web to fulfill its potential to be a more interactive medium.

In this paper, we discuss the design of the Web Raveler system and its relation to existing Web mediation services.  We continue with an in-depth description of the architecture of Web Raveler, and the problems that arose during its implementation and the  resulting solutions.  Finally, we conclude with the future directions of our project. 

[2] Design Criteria

In the design of the Web Raveler system, we aspired to create a web mediation service that was simple, easy to use, personalizable, and easily extensible.  To achieve these design goals, we incorporated serveral crucial features into our system.   The account management  system, suitable for both user and group access, enables interactive Web usage on any scale, from small-scale classroom settings to large-scale corporate ventures.  Through the user interface, individual users are able to easily customize their Web Raveler preferences, providing a personalized interactive Web experience.  To provide for extensibility, Web Raveler's rich API makes it easy for developers to create and deploy plugins to provide useful features to end users, while support for multiple programming languages will allow plugin writers the flexibility to develop plugins in the language of their choice. 

[3] Related Work

Numerous software packages have been developed to perform selected Web mediation services, but each of these systems has severe limitations.  Some limit themselves to simple rule-based filtering of Web pages.  Others limit the user or system administrator to one programming language for plugin writing.  Most lack a plugin API to facilitate the development of additional mediation services.  None of the available systems allows for group accounts, a feature which would facilitate collaborative work in a variety of settings.  Additionally, many of the more successful packages do not follow the open source model, obstructing further third-party development.  At the same time, most open source mediation projects lack the clear documentation that would allow for easy extensibility.  

The Netscape Proxy Server allows system administrators to use its filtering capabilities to block sets of URLs and to limit access to specific content types [2].  However, these mechanisms are intended for system administrators and not for the average user.  The V6 Engine and PAW are simple proxy servers that allow plugins to be written for their systems [3,4]. Nevertheless, they are  designed primarily for the filtering of the Web and lacks facilities for more advanced modification of Web pages.  WBI, developed at IBM, is a programmable proxy server designed for easy development and deployment of intermediary applications [1].  It is the web mediation service most similar to Web Raveler, but it lacks several important features provided by Web Raveler, such as support for user and group accounts and releasal under the open source license to promote further development.

The following table summarizes the differences between Web Raveler and the other available web mediation services.

Table 1. Comparison of Web Mediation Services

Name
Open Source
User Accounts
Group Accounts
Plugin API 
Multi-language

Netscape Proxy Server 
X





The V6 Engine
X





PAW
X





WBI



X
X

Web Raveler
X
X
X*
X
X*

* Planned feature yet to be implemented.

[4] Architecture

The Web Raveler is currently implemented as an authenticating HTTP proxy server, although other implementations are possible. Each request and each response may pass through a series of  plugins that modify their content. Users select which plugins to apply and which order to apply them. Most plugins are self-contained  on the same machine as the Web Raveler server, but they may also be reside other hosts or send requests to other hosts.
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Figure 1. The Architecture of Web Raveler

All of the components of Web Raveler are written in Java  and thus are portable to a variety of platforms.  We currently only support Java-based plugins, but support for plugins written in multiple languages is planned.

1. Virtual URLs

An important feature of the Web Raveler architecture is the capacity for the plugins to create virtual URLs – URLs  that,  when requested, are handled either (1) by a callback to a plugin or (2) by Web Raveler itself. Thus, virtual URLs enable plugins  to generate pages “on-the-fly,” a capablity that broadens the range of services plugins can provide.  For example, an annotation plugin could use virtual URLs to generate pages with notes incorporated with the original page.  Additionally, virtual URLs provide functionality for the Web Raveler system.  Virtual URLs handle configuration, logging in and out, unraveling of pages, turning Web Raveler on and off, and displaying the user interface.     
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Figure 2. Functioning of Virtual URLs

2. User Interface 

Web Raveler places a banner at the top of each modified page to signify that the page has been modified.  The banner also serves as the user interface for the Web Raveler system. The user interface allows the user to turn Web Raveler off, thereby only receiving unmodified pages.  In addition, a link is provided that will bring the unraveled version of the modified page.  The user may also change their configuration settings through a link on the banner, and the user interface enables the user to logout of their Web Raveler session.  Additionally, it displays information on the current plugins.  Plugins have three different statuses: disabled, inactive, active.  Disabled plugins are unavailable for modification of the page.  Inactive plugins are available for modification of the page, but only active plugins are currently modifying the page.  The user interface displays the current status of the available plugins and provides options for  the user to change the status.  Finally, the user interface displays plugin-specific  customizations of the user interface.  For example, a plugin may provide facilities for configuration of user settings.  

3. Plugin API

Web Raveler includes an extensive API to aid developers in the creation and deployment of plugins.  To simplify the development of plugins, the API provides a set of features that are divided into five basic categories: administration, user interface, user settings, HTML modification, and virtual URLs.  The API provides procedures for Web Raveler's administration of the plugins, including procedures called during the initialization of a plugin that specify their settings, such as the MIME types supported by the plugin.   The API also supports standard error handling for  plugins.  By allowing plugins to provide extentions to the Web Raveler user interface, the API promotes user interaction with the plugins.  Additionally, the API allows the plugins to easily record and access user settings.  In the modification of Web content, many plugins need to manipulate HTML pages.  Therefore, the API provides methods for common HTML modifications such as text replacement and insertion of text within the page.  Additionally, the API permits the plugins to add and remove virtual URLs, allowing the plugins to generate pages during execution.  This  functionality broadens the range of plugins that Web Raveler can support.  
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MOTIVATION

Our domain are the everyday analytical applications used daily in the real world [BK95]. By “analytical applications” we mean computational applications such as
database management sysiems, decision support systems, spreadsheets and other systems that generate their display content in real time, ofien as a result of user queries
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Figure 3. An Unraveled Page.
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MOTIVATION

Our domain are the everyday analytical applications used daily in the real world [BK95]. By “analytical applications” we mean computational applications such as
database management sysems, decision support systems, spreadsheets and other systems that generate their display content in real time, ofien as a result of user queries
and other interaction. The documents and display screens are virtual - they often do not exist before being displayed. Therefore hypermedia consiructs must be added
dynamically. in real time, as the document is about to be displayed. Furthermore, links cannot be inferred only using lexical analysis. Does the number "6" in a
spreadsheet represent a month or net income?

BACKGROUND

We are developing the DHymE hypermedia engine to provide automated hypermedia support to analytical applications. DHymE uses mapping rules, which provide
links for a particular type of object. For example, if a document contains a value representing the net income for a company, DHymE would search for mapping rules for
“net income” objeets. Our goal is supplementing analytical applications with hypermedia support, without altering them. We are developing the RA relationship analysis
approach [BY99)] to help developers determine which relationships are in their application domain. Each of these can then be specified by a mapping rule, and therefore
become mapped to a hypermedia link...

‘This paragraph gives a technical description of DHymE's interaction with an analytical application. The DHymE hypermedia engine executes separately from the target
application. We write a wrapper program for each application to inegrate it into our engine architecture. Applications or their wrappers then connect to DHym through
a Web proxy server. DHymE intercepis all messages passing between the application and the user interface, and uses the mapping rules to map each appropriae element
of the message to a hypermedia node o anchor. Our Web browser wrapper integrates these anchors into the document being displayed and passes it through the proxy
server to the user's Web browser. When the user selects an anchor, the browser wrapper passes it to DHymE, which retuns a list of possible links (one for each
appropriate relationship as determined by the mapping rules). If the user selects a normal application command (mapped to an operation link), DHymE passes the
command on to the application for processing. If the user selects a hypermedia engine link (e.g., to create an annotation), DHymE processes it entirely. If the user selects
a supplemental relationship, DHymE infers the appropriate application commands, meta-application operations (e.g.. at the operating systems level or schema level) or
hypermedia engine operations that will produce the desired information. If the user selects a user-created annotation, DHymE retrieves it. Thus DHymE automatically
provides all hypermedia linking (as well as navigation) to applications, which remain hypermedia-unaware and in fact ofien entirely unchanged. We currently are
integrating several applications with DHymE, automatically giving each a Web interface or supplementing its existing Web interface: a personnel requisition tracking
stem, a relational database management sysiem, a spreadsheet, and a mathematical model management system. [Bi99] describes these ideas and an older, non-Web

prototype of DHymE in more detail.
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Figure 4. A text summarizing plugin displays the first sentence of each paragragh at the top of the page.

[5] Problems Encountered

While developing Web Raveler, we encountered several difficulties, which we resolved using innovative solutions. 

1. Login and Logout

Web Raveler is designed to be a multi-user system, and since multiple users often share a single computer, Web Raveler must allow users to log in and out as they please.  In our current implementation, users access Web Raveler via an authenticating proxy server, a design which makes it easy for users to log in from their Web browsers.  Logging out, however, becomes a problem in this design.  Since Web browsers typically cache users' names and passwords to avoid requiring users to re-enter their account information for each outgoing HTTP request, if our proxy server were simply to send a new authentication challenge after a user logged out, the user's Web browser would just re-send its cached set of user credentials and continue fetching requested Web resources.  Our solution to this problem is to modify the realm against which users are asked to authenticate whenever a logout is requested.  Since the Web browser's cached information only applies to the old realm, the user will be forced to enter a username and password to continue, thus allowing a new user to log into the Web Raveler system.

2. 2. Unraveling

Next, we faced the problem of allowing the user to view a page without Web Raveler's modifications, a feature we call "unraveling" a page.  In order to ensure that the work of original Web page authors remains available in an unmodified form for Web Raveler users to view as they wish, unraveling pages is a necessary Web Raveler feature.   Unraveling is difficult, however, since Web Raveler's proxy server has no way to distinguish between requests which should be mediated and those which should not.  We solved this problem by creating a virtual URL which, when processed by Web Raveler, causes the original content to be retrieved without mediation.  This virtual URL is then placed in the Web Raveler banner frame with a link for easy access by the user.

3. Frames

A similar problem arose when we decided to use frames to separate Web Raveler's configuration content from the Web content being mediated.  Using frames requires that Web Raveler make all URLs contained within HTML pages absolute, as relative URLs will otherwise be evaluated with respect to internal Web Raveler virtual URLs, in which case the user will be unable to see content the URLs refer to.  We solved this problem by replacing all URLs in the original HTML with virtual URLs which will cause Web Raveler to mediate the page's resources without adding the Web Raveler banner frame.

[6] Future Work

1. Plugin API with support for multiple programming languages

The current version includes a plugin API that provides a rich set of features for the plugin developer.  Nevertheless, the current API only supports plugins written in Java.  The future version of the API intends to support plugins written in multiple programming languages, allowing the developer the flexibility to write plugins in the programming language of their choice. 

2.  User Interface Options

The current user interface fails to provide a selection of options for its appearance.  The future version will allow for the user to specify the look and feel of the user interface.

3. Further Development of Plugins

A basic set of plugins have been developed for Web Raveler. However other plugins have been proposed for development: a collaborative annotation system, artistic reformation of Web content,  management of cookies, a compression system to improve performance over dial-up connections, and filtering of unwanted content.

4. Group Accounts

The current version lacks support for group accounts. However, the future version will incorporate a group management system, enabling collaborative web mediation.

5. Alternative Implementations

The current implementation of Web Raveler is as an HTTP proxy server.  Nevertheless, the plugin API has been designed to be general enough to support alternative implementations of the Web Raveler system.  Web Raveler could also be implemented as a plugin to a web server, and only pages residing on the server would be modified.  It is also possible to implement Web Raveler through CGI scripts.  

6. Modification of Pages Generated by Javascript

At present, Web Raveler is not “Javascript aware,” in that scripts embedded in HTML content are blindly passed through to the client from the origin server.  This means that  scripts which generate ad hoc URLs might cause unpredictable behavior, as Web Raveler expects all URLs within a given page to be virtual.  When Web Raveler encounters non-virtual URLs in HTTP requests, responses containing HTML content will be framed with the Web Raveler banner, leading to nested copies of the banner when rendered in the user's Web browser.  In the future, Web Raveler will check for common means of URL generation within embedded Javascript, modifying the appropriate code to produce virtual URLs instead.
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